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Security Requirements

Minimum computer security requirements for accessing ICBC systems are as follows:

e Public Wi-Fi must not be used when connecting to ICBC systems

e Current and supported anti-virus software must be installed on computers or other devices
used to access ICBC systems.

e Operating systems must be current and supported

e Web browsers must be current and supported

For the purposes of these requirements:
e "Current” means that updates and patches are installed within 90 days of vendor release.
e “Supported” means that the operating system and/or application is supported by the vendor
via software updates and patches.

Note: If facility software is set to accept automatic updates for your browser, anti-virus and
operating system, these requirements are likely met.

Technology Recommendations

In addition to the above Security Requirements, in order to ensure optimal performance of ICBC
systems, below is the recommended technology configuration. ICBC systems have been certified
to run with Windows 10 and Microsoft Edge. While facilities may choose to use other operating
systems or browsers, they do so at their own risk and ICBC systems may not function as intended.

Desktop
Operating System Windows 10 or Latest
RAM Memory 4GB +
Monitor 1024 x 768 resolution
Internet 4G Broadband (e.g. DSL, Cable,
Connection T1) or wireless Broadband
Browser Microsoft Edge

Please also refer to the specific Mitchell Cloud Estimating System Requirements.
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